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3.1 DDOS T

P LIEL IR SS (Distributed Denial of Service, DDoS) WHigEHFEF
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DDoS K, Niipk(EittiesiE4iRS KRR

2017 & 6 B4R “ERE” 1 “TEMN” $1RSE M, ENERIAAIR
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2017 %@ 2016 FHALL, WERERMERRETRR, HIHRE 20.7 HR. B
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“Cybercrime damages are predicted to cost the world $6 trillion annually by
2021” , PR Newswire, 2017 4£10 H 19 H .
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BXRE, YENIERRIOTEROAHBELZEXANERE, T loT RENEMGIESH TR
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B2 REEIZR
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7-2017 £ ¥ FERRITHEHZRLGE°

° “Ransomware FAQ” , Microsoft.
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a2 53 K ARM ) (EARIFE.
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R BRI NREE RS, 2017 & Botnet iG&ap{BA+21BIR, TH Q2Z=EER Botnet /&I & HA
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IRERAY Botnet FR, ZMFTE 4% RIBEARTEERAMIEANIRSE . &5 Botnet FEzUE2LA Windows
BHIRERE, BRIEER, BE 0T 8%, HaHRE. BohRSHAN, 37 loT siEEEHLE.
B EIEEHARRIEE

4% o7

Linux

8 2 0/0 Windows

11 - EBF LT Fa%Rt

XF PC AR, BB, “Ki” ihmmEERGEZEGPRITEEABHRREINAEFR, maF
YIBXNIZ R, HELMEHK . HEMEX. ARSERTHRIRE, SHEFTBIEHRAmMAILL
HRASEFERENZE. 2017 £ 10 BRBFEAMHGZANIRELER Rowdy, HEFBATHIRE
HORESSIETEE N BB _E ANIE(ERE °, B4b, RBRHTFKFR—LE Botnet RIETHAIBIRZ Android
TEERNEE, HEINREERE: Dendroid. FlexiSpy. GMbot %, Botnet (EAE—1N2EAFEN
BB

IFANTERIMAREIRY, Botnet FHFEERBTRIERMRATY 5K, BIHFRAEBRESEABBWEAIGES, loT
REEBRINESSIEEEMAIEBAIAR .. ERABZNERZNEOHAKELIE, FAIMREERI Botnet E
ZERTEFERE], AREBEHRITSANENEEBREREEE, EAXNFERIEFHRIREUZE
PR, H—FRFABCAERERED . TER/LHENEEETAEREEIRY Botnet:

° “Hifd IoT MLIMEB RN Rowdy M HRS” , sERHE % .
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darkshell 5% Windows. linux(x86)
JRAT (182 ) {KE java INEBSLIEEF A, windows. linux. macos. freebsd &

M Botnet XABRIEFIES L, LAILIRIMEBEFERIEE . CIESHHNMESEERIFNE

R 1-BFMKETFEERENDINZETES

Fagen, &

arm R AL R FEFIE linux. Windows R&EHEE RIFAIEMNEEND . ELLEM FM52AY Botnet

By, BEEETAEEETIIE.

Botnet =i& wE5IES
Rowdy C++
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=5, HRESHRSHENIEERES, IUEINRESIUSLI—1#R) Botnet 127, BIKAYIHE. R
BRSNS EESHES, (134T Botnet RIRMZEEINTIR. 2017 £9 B, REMuLLIE
MIWAER 728 JavaScript A, —EBFP#EANLL, JS HMAMEBHGT, SRAXENERIRZE
Yz, SHBNRERR . BT RESHaErMWEr—.

2017 FAMERLIZT ABEFME®FS, W “Bondnet” . “Adylkuzz” . “REZE” , EHRX
—HoREFE. TR, EEAREKNERSTIIIEHEXZEEHERE, 2017 F12 BRERER
ERMINER “ANZBETE KMSpico AT WE" . BREMRZEERSN, RIFENELIRS
HAEEZHE, MeEREFPERSIZHZARE=E KMSpico RIMIT, AHIRGMEH RS
w5, BSAPTH, HMEAr RS SR BRFERNET EIER .

3.4 APT il

SREIERD ( Advanced Persistent Threat, APT ) , NiiS&IiFEEm. StisattEms, 2
IEREMFANBRAREE, BERELAZBORY, (UHHSENBiR. HEFEE2H TRk
B, SRMSFEENASER, HERERERIRSSIERIE .

S ER RS, LIMBECAIRRAIAPT B2, AIINMEE “BR™ 4. ARShESETLEY, BE
RIENERS, APT SESFIRAFFIaHBAT IR, SHEEATITIHRENSEZR. 2017 & NSA “HEAR”
5 CIA MEBBIRIMIRIE R EEE, ABNESF SRR T AEBMER 857 , ESHARM
MATUF FAE MR L SR E . APT WHEREBHOREFE, LEEERAHNES,
bR T B R FEAAERISS TS, EEARRIRIEIKGET, SRMTIAAREENEEBR, 2017 F48
PR IMANEIN APT-C1 BRFEFA “BE2XE” TERHNERERESFE, SRFEa8FE"
HBH RIS R TV LV SSRTRENAY APT IS4,

ST SEMTI —F, EHERNRANERIAR, —HEHRTESHERNE, —T0EBLFE
RIFSBENXGE, EE5EMTUAENZE, STIVARFRECEMTWEEEERMNE, X
T APT K, SRMTIEEISFHIRE.

" “WEIRZ AR 2017 EREHIRMZ M, BIEMNER, 20184E1 A 17 H .
® “JE TR KMSpico WEZE MRS | SERHLIE% .
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B AE Uber WIATL, 5700 HEREFNENAEEE 2016 F—RAIEHIE HES PR E5HE.
HEMENBFMR T BUSHMSRIVG, ELT AZIE=FEEE. MEEMR. UhEe SR
REEEHEES, BUAPATESENSESIETERL TR H.

4.1 SRERRSHA

FEHEFNZREOEEREAERN L, FRIRAERETEDTEHERE, BUSEREETE
et AT LA ESREVEIR EERESIIR . $URESHREERZEIS SHIEFRIRIEIRFESIN, 1&s
BIAEE, MUIKERZEE RS,

B 2017 W 2016 B 2015
HADOOP
POSTGRESQL
REDIS
ELASTICSEARC
MONGODB
MYSQL

R0 10 20 30 40 50 60 70

B 12- f5. WAL

° “The 10 Biggest Data Breaches Of 2017” , CRN, 2017 4£ 12 H .
' “An Offensive Defense: Lessons from the Equifax Breach”
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THEt

Hrh MySQL RUiRRRERTE, MEERSEE, FRT MySQL, PostgreSQL TEEE=FERFiRNH
BRRGEK . bz, MongoDB. Elasticsearch. Redis. Hadoop S#IEENENZE, i
ME—EREERERK. NEERINARSELE, PEFENZETRBBRMZEIXE,

4.2 IR

1R#E Identity Theft Resource Center #1 CyberScout &R ", 2017 F£2HFHZX 1500 2
EHEEHAE, 18k 2016 4491093 #2181 37%. Loudhouse AR ZLFAERE
HER, MRNBEIL, 35% NRISFISZEIEATERN. UBSICERMNEFERREHEEUR.

2017 £ 6 B, VerizonIELA 600 GRAFHEEHILE, FRRILRIEE T RERZASHNEN—
BRIIEKN, HRREFRRSBINIIEANFEXIBIHEERS . BE, Verizon KhHEHERE
REEL, ERENMIELESHF, 5 25% EHRARER. Fit, SRTIFAEEHESR
A9TAL, NSEESURMERRIFENE, IEREPEE, B OERITIESERIE .

staEz [ 75
wHAR [ 25%

grisiie [ 18%

zrEz 3%

atetke: ] 2%
ezt G 5

E 13 - B ERE -

' “At Mid-Year, U.S. Data Breaches Increase at Record Pace” , CyberScout, 201747 H 18 H .
What's your employees' price?” |, clearswift.
Mitigate the cyber risks with the Verizon 2017 Data Breach Investigations Report.” , Verizon.
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4.3 5 FBUREEY

2017 EHEE = BIMEIRTREEIX 425 2T, T 2020 EhimEEics 762.4 12T ™,
MmARBERERZ R, HESTIA 60% NEERT =RE, XS EBNERAER, a8
20% HINERAB =& RE . ST ERZISHEFRINZ X EHIERRFAMRIP .. WSSHY
I PRIz

13.2% 2%=
32.7%

RBERTRS

44.8%

B, IRSEEEIMCRAL
Vmware. EXSi. KVM

9.3% mez —

14 - R ER R ITEARSS LA

swink [ 45.7%
wrrieize (T 1.3
izt [ 617
mEze [ 5.8%

upze [ 2%

15- ZHERSRE NS
PABERBIAZEMUBEWESNZEEK, bREZRGETWIMRRENAISE . (NEREMABAK —
RREFEIRIPSA ) , BT 2018 £ 5 B 25 Hiesti, EKRINEXIERBEFIE ARISFAIRIF . MIBXWAIRS

FARURIF, FHECEIRFRIFIOEE . MEER, Filfmhl ( WEREE ) FEEFITR ( PAERRIFE )
R T EZRNBIEN AR ERIEM

" (2018-2024 FEHERA ZITWIBESA LKL BEBRME) , BoHEingER, 2017411 4 .
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